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From Fraudsters
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F O R  T H E  U S  E C O N O M Y



Who is Dun & Bradstreet?

D & B  H I G H  R I S K  &  F R A U D  I N S I G H T  B R I E F I N G  

With over 265 million 

business entities, 

Dun & Bradstreet has the 

largest B2B database in the 

world

Data from over 
220 countries 
with 5 million 
updates daily

30,000 sources for 
identity, firmographic, 

and company 
relationship data

Over 3 Million Corp 
Family Trees 

D-U-N-S Number has 

become a standard 

business identifier for the 

United Nations, the 

European Commission and 

the U.S. Government.

Over 1 Billion 
Payment 

Experiences a 
year 

Data insights that connect you to your most valuable customers, prospects, partners, and suppliers.

4 U.S. Presidents who worked as 

reporters for Dun & Bradstreet

Founded: 

1841

Team 

Members:

5,000

Market Cap: 

$4.2 Billion

NYSE:

DNB
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D & B  H I G H  R I S K  &  F R A U D  I N S I G H T  B R I E F I N G  

Cost of Fraud
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The 2016 Association of Certified Fraud 

Examiners Report to Nations on 

Occupational Fraud and Abuse: “… with 

“Asset misappropriation by far the most 

common form of occupational fraud, 

occurring in more than 83% of cases…”

If applied to the 2013 estimated Gross 

World Product, this translates to a 

potential projected global fraud loss of 

nearly $3.7 trillion.

ACFE

More than 250,000 Micro & Small 

businesses were victims of unauthorized 

transactions against their business 

account, with losses totaling $3.1Billion.  

Javelin LLC 

ACFE

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwj-o4zXkbHTAhVh74MKHWuuB9oQjRwIBw&url=https://www.acfe.com/rttn2016/resources/downloads.aspx&psig=AFQjCNGdZwsLqVE09WrNvH4PCXz83ydovw&ust=1492712467959459
http://www.acfe.com/rttn-summary.aspx
https://www.javelinstrategy.com/blog/fraud-small-business-banking-loyalty-killer
http://www.acfe.com/rttn-summary.aspx


Methods and Enablers of B2B Fraud 
A  W H O L E  S E T  O F  I N D U S T R I E S  H A V E  M A D E  I T  E A S I E R  F O R  L E G I T I M A T E  

B U S I N E S S E S  A N D ,  U N F O R T U N A T E LY,  F R A U D S T E R S .  

D & B  H I G H  R I S K  &  F R A U D  I N S I G H T  B R I E F I N G  

R E P E A T  W I T H  N E W  S T O L E N  I D E N T I T Y ,  N E W  D E L I V E R Y  P O I N T  C O N S U L T  

W I T H  O T H E R S  E X P A N D  T H E  R I N G

Thief

U.S. &

Non-U.S.

Selects a

Quality

Business /

Person Identity

Initiates Changes 

to Proof of Right

Sources

SOS/FEIN

Establishes Fraud 

Delivery Point

CMRA/PMB/

Virtual Office

Mail Asst. Svc.

Establishes Checks

Virtual Ph Number

Stand-up Website

Seals of Approval

Places 

Orders

Goods / Check 

Delivered 

Thief

Sells Goods

and disappears

Changes to 

Business CRA 

Virtual Phone   

E
N

A
B

L
E
R

S

Transparency 

Proofs of Right 

aren’t what 

they used to 

be… there is 

no going back.
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• Average 21 years of business-fraud investigations

• Additionally - 500 Investigation Agents submitting TIPS/Leads

• Plus 80+ Extreme Risk Consortium members

D&B’s High Risk & Fraud Insight Unit

D & B  H I G H  R I S K  &  F R A U D  I N S I G H T  B R I E F I N G  

559,547
Attributes with Info

Value of High Risk –

Risk of Address 

27,136
D&B Investigations

in 2016

21,765
High Risk Businesses 

Confirmed and Alerts Made in 

2016

73,238 
Entities (DUNS) Confirmed as 

High Risk

U.S .  H IGH R I SK  CLUSTERS CFE -FRAUD PROFESS IONALS

D U E L  M I S S I O N :
• Identify, Investigate, & Alert Customers of High Risk & Fraud

• Protect the D&B Database from Material Misrepresentation
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EXAMPLES OF DEGREES OF 

CENTRALITY

Social Network Analysis

Link Analysis & Data Visualization 

D & B  H I G H  R I S K  &  F R A U D  I N S I G H T  B R I E F I N G  

• Closeness – Speed

• Betweeness – How Important

• Eigenvector – How well Connected

• Gatekeeper – High Betweeness

• Etc
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Extreme Risk Consortium & Repository 

88% Confirmation

Rate on Participant TIPS

D & B  H I G H  R I S K  &  F R A U D  I N S I G H T  B R I E F I N G  7



Who owns Fraud in your organization? 
W H O  Y O U  S E L E C T,  W H O  S E L E C T S  Y O U ,  W H A T  Y O U  K N O W,  A N D  H O W  Y O U  M O N I T O R

D & B  H I G H  R I S K  &  F R A U D  I N S I G H T  B R I E F I N G  

“Companies can’t simply rely on paper-thin assurances by employees, distributors or customers.”

Chief of the SEC Enforcement Division’s Foreign Corrupt Practices Unit

What you 

know

What you’re 

told

What you can 

verify

What you can 

monitor

I can see you I can know 

you

I can predict 

you

I can 

anticipate…

OR Customer/ Vendor -2 

Selects You

Verify & Authenticate

Decisions -3

Do you want to do

business with them?

Decisions -4

Product, Amounts, 

Terms, etc.

Learnings Decision -5

Risk Tolerance, 

Adjustments

Decision -1

Who you target…

Customer / Vendor 

MARKET TO/

SOLICIT BIDS

FROM

IDENTITY TOOLS
EXTEND/

UNDERWRITE
PORTFOLIO

• Don’t Target 

Frauds or 

Sanctioned

• Knock-out

• Company

• Principals

• Ultimate 

Beneficial 

Owners

• Get Paid

• Get Paid on 

Time

• Perform 

Contract

• Fraud

• Compliance/ 

Reputation

• Industry/ Geo/ 

Location

• Monitor risk 

shifts & change in 

circumstance

• Reevaluate

• Grow
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